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Semester 1 

Course Sequence Guide 
Vulnerability Assessment [Certificate of Professional Preparation (CPP) | Code: PBC07 | 24 credits] 
Effective Term: Fall 2022 (2227) 

Course ID Course Title Credits Pre/Co-requisites Industry Certifications 
CTS 1134 
--OR-- 
CTS 1650 

Networking Technologies 
--OR-- 
CCNA 1: Cisco Fundamentals 

 
4 

  
CompTIA Network+ 

CIS 3215 Ethics in Cybersecurity 4   
 Semester Credits 8   

 

Semester 2 
Course ID Course Title Credits Pre/Co-requisites Industry Certifications 
CIS 3360 Principles of Information Security 4 Prerequisite: CTS 1134 or CTS 1650  

 Semester Credits 4   

 
Semester 3 

Course ID Course Title Credits Pre/Co-requisites Industry Certifications 

CIS 4204 Ethical Hacking I 4 Prerequisite: CIS 3360 
Certified Ethical Hacker 
(CEH) 

CIS 4364 Intrusion Detection and Incident Response 4 Prerequisite: CIS 3360 
Certified Incident 
Handler (ECIH) 

 Semester Credits 8   

 
Semester 4 

Course ID Course Title Credits Pre/Co-requisites Industry Certifications 

CIS 4378 Ethical Hacking II 4 Prerequisite: CIS 4204 
Certified Ethical Hacker 
(CEH) 

 Semester Credits 4   

 Program Total 24   

 

https://www.mdc.edu/academics/documents/2020-2022MDCCollegeCatalog.pdf
https://www.mdc.edu/industrycertifications/
https://www.comptia.org/certifications/network
https://cert.eccouncil.org/certified-ethical-hacker.html
https://www.eccouncil.org/programs/certified-ethical-hacker-ceh/
https://www.eccouncil.org/programs/ec-council-certified-incident-handler-ecih/
https://cert.eccouncil.org/ec-council-certified-incident-handler.html
https://cert.eccouncil.org/certified-ethical-hacker.html
https://www.eccouncil.org/programs/certified-ethical-hacker-ceh/

